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SUMEARY
Chapte“ I outlines the great need for continued

securlty precautions in handling the special infor-.

mation derived from conmunication intelligence activi-
ties. In Chapter II the story of the modern develop-
ment of cryptography, cryptanalysis and traffic analy-
sls is told to demonstrate the increasing complexity
of codes and ciprhers during the past genera tion, and
the consequent difficulties of deriving intelligence
therefrom. This fact has necessitated the influx

of a large numtber of_persoﬁs into U.5. Army and Haval
Conmunicztion Intelligenée crgenizations, since fhe

carefully selected few of pre-war times could not

- cope with the tremendously increased traffic.

Rapid expansion has made the problem of
continued security even rore pressing now than ever

before. A detziled story of the publieity lezks

.eoncerning the success of communication intelligence

in variocus nations has been outlined to cover the
post-war pericd from 1920 to 1930, the Yardlev era
from 1931 up to the outbreuzk of the American~Japanese

war, and finally,; the present period in whiech the
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. - mosf dangerous publicity leéks have occurred. HNumer-
- ous instznces have been cited to indicate the great
need for lmproved legislation to protect the security

'fof communication intelligence activities in the

'Uhited States,

. e  Chapter III discusses the effects of publicity

(L. AL P

ﬁ - _ ' leaX¥xs on United States? cryptanalysis and traffic
F - apalysis, with particular reference to Japanesé
securlty. precautlons after Yardley's disclosures in

1931, and with special empisis on the developuents

Ak st

resulting from the unfortunate publicity concerning
‘the Battle of Hidway. |
Present legislation pertaining to security
i - T violations is analyzed in Clhiepter IV, and certain
deflciencies are discussed. Chapter V sugzgests the
‘ inclusion of certain provisioné in the proposed new
legisiation, snd Chapter VI propoges that joint
] legislative action be inaugurzted sizmultaneously by
- the Inglish-speaking povers, if not all the United
: : YNations, to protect the valuatle sources of military
: ' anﬁ naval intelligence developed in‘this VaT.

: A proposal for the establishment of a Joint

— - g T V41w R g o wf et 4w = tee t wa — mrm—m  maet
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¥ilitary Intelligence Reviewing Conmission to revliew

all publications discussing scurces of military in-

telligence is made in Chapter VII. The creaticn of

~a special reviewing éommittee, comprising a few out-

standing individuals of different political bellefs,
sone representatives from the press, and nilitary

and naval officers, is the only certain means of pre-

venting disclosures wnich will reveal the source of

operational intellizence.

Chapter VIII discucses certain considerations

_in procuring new legislstion, ané points out that

both interventionists and non-interventionists in
Congress will support z well-consicdered plan for
protecting an sctivity that hes served as a scouting

arn for our {izhting forces in providirng more accu-~ |

rate informztion concerning the enewy's intentions

at less cost than any other form of intelligence,
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- Purpoze of the Report

g hosorb IR T

This réport has been prepared for the infor-
mation of those in high command who have been charged

with the céireciion 2nd coordination of the Communica-

tion Intelligence orgznizations of the U.S. Army and

b

e

Havy. The very nature of the worx involved in {he
operations of these organizztions has made the pres-

ervation of secrecy an importani consideration. Un-

authorized disclosures of their =zctivities have

- A
AT T TV I 0P -
~

Jeopardized, on several cccasions, the results of

many yeers of erduous research and have endangered

Al 20, 2mae

the safety of our armed forces, who at times have

I

been dependent in grezt part on coumunication intel-

licence for infermeation concerning Iuture operations.

In view of the ever present danger of a dis-

iatbmi s Tpiond hbminbis

closure in post-war times when nilitary censorship
1 ' will have ceased &nd pmost of our personnel will
have been demovbilized, it was deemed adviszble to

acguaint hizgher auwthorities who need to mow with

Ll ol i

details. of ihe serious security problea to ke solved.

For this reason, an historiczl resume of sone of the

famous ,ublicity leaXs of the post ceneration lias
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- for greater security precautions at the end of this
var. An anzlysis of current legislation, pointing
L " out some of ihe deficiencies therein and suggesting
| 7: some provisions which may be acceptable to higher
authorities for incorporation in a new law, has also
been provided as a basis for further action by those
" responsible for the procurement of new legislation.
It is recognized that a satisfzctory solution
- of this problem will protably ‘encroacii upon the free-
dom of the press and freecom of speech. The ;ssues

atl stake are so important, however, that gome action

mustlbe taken in the interest of national safety.
The value of communication intelligence will not dis-

appear with the cessation of war, for a review of the

PRI IR R A N S

important information suppliec to governmental =uthori-
ties from this source prior to the war mzkes it otvious
that the U.S. Army'and Hiaval Comrmvnication Intelligence
organizations must continue to be a wvaluazble a2scset to
“the prosecution of the national policy in the years

to come. ‘

While the needs of the Army and the Navy will

L it 5,

not be 50 pressing in tiroes of peccte, the reculrenents
- & 2

of the diplomatic and econonrice fields must be noet.

; <:> One important factor, which has further emphasized the

5
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: heéd for'adequate protection from publicity, 1s that

cryptanalysls has advanced beyornd the pen and pencil
stepe, and in order to pursue it successfully in

the future, complicated, expensive machinery and
considerable numbers of highly trzined personnel will
be necessary. For these reasons every possible preo-
caution must be tazken to snsure tha'prescrvation of

this valuable ald to our naticnal safety.
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- Historical 3azckarouna Of Unzuthorized Publicity

; SR . -7 - . - Congerninz Commnication Intelligence fuccess

i . 1le Hodern Develorment of Cryntocranhy, Crvptanalysis,
' : ' gnd Iroiric dnelysls

L ' The increased importance oi radio in modern

communicztions as a channel for the conveyance of im-

otk

portant military, ciplomatic, and econvmic informa—

tion has become zpparent with the growing tempo of

e b

modern life. HNo oth:zpr meciuvm can rival the speecd of

K ' _ A_‘ radlo in instantaneously relzying important decisions

| - of coﬁmanders to theilr swiftly moving subordinates,

] _ ‘ scattered over wldely separated areas. This fact ex-

I plains the tremendous growth of communication intellii-

] gence organizcotions in cvery large neatlon since the

| a5t World Wwar. The discovery oi an enexy's or poten-

g _ - tial enemytls secret plaﬁs through .racio interception
hzs neant tremencous savings in m2n znd money ior

~many nations in recent wars,

i : - - DBoth cryptozraphy wna cryptunzlysis have

' rezched new heights in the last generation. The suo-

den developnent of communicotion intelligonce ezpha-

sized the ipportance of cryptanalysis, Ior not till
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’}[the advent of radio could experts so easily obtain

 the mass of materizl necessary for proper research.

Concomitantly with the progress of cryptanalysis,

'_'cryptography made a similarly noticeable advance,

siﬁce the fact thet radio messages vere avalleble to

"all who desired to intercept thex necessitated the
“creation of extrenely complex codes ant ciphers.
- Thus, by a process of acticn znd counterzetion, both

'éryptography'and cryptanalysis have made steady ad-

vances with first one and then the other in the leac.
The ambition of every nation haé heen to develop ﬁn—
Breakable ciphers for its own use and to solve every
cipher in uée by the enspy. Strangely enough, the

decryption of eneay ciphers is probably the only cer-

tain method of a couniry!s asceriaining the security

of its own cipber system. Hence, the significance of
modern crypienalysis is twolold:
(a) It has provided nore acecurate intellicence

concerning the enemy's intentions a2t less cost in men

and money than zny other form of intelligence;

() It hes served as a check on the security
of a nation's own ciphers and codes.
It zust be rewmeuwhered, however, that the U.E.

iong

ch
‘J

Arzy and Naval Comaunication Intellizence organinz
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fﬁere created not to achieve success in the academic

- field of cryptanalysis, but to provide intelligence
for operational authorities by neans which may involve
decipheraent only inci&éntally. Traffic analysis,
wnich does not possess the antlquity of cryptznaliysis

~for 1t is as new as radio i1tcelf, 1is also an important

phase of commumication intelligence activity.

2. Ezpznsion of Unitsd fiates Connunicgition Intelli-
gence Urrpunisstions

The trezencously increased flow of eneay opera-
Tional traffic, which begzn wilth the outdbrezx cof thils

'3
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.war, necessitated a gfeat exﬁansion of personnel in

G'i_both'the U.3s 2rmy anc Naval Comzunication Intelli-
‘gence organizationé. Consequently, many persons were
introduced for the first time to zctivities which had
-long been cdeliberately nldden bty strictest security
precautisns. " In aaccitlon to those who have been Liem-
bers of the Army and Naval Communicatlon Intellizence
organizations, many other Army and Naval personnel
have become aware of tne eaistence &nt. operations of
these orgenizations throush ‘the hanualing of ‘intelli-

gence which neccessarily hzad to be dlsseminateu to cer=

taln operational commancers.

{ | o - Yar corresponcents anc other p"%lic;sts also
. have hzd an opportunity_to come in contact wlth sone
k ' - of thié intelligence, e.gz., Stanley Johnston who'
divulzed the story behind the Battle or Midway, and
é : Fletcher iratt who hze clso written & toox on c¢rypt-
; _ anclysis, Furfhermore, come members of the ¥eCely,y

| FeBeI., 2na State Lepartment, znd certzin other

clvilien authorities nave been cognizant of the succes

(PP 1 SRR R

“of American ceryptanzlytical zzencies, It 1s estinatec

-

l
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"7 ‘that at least 50,000 members of the Arzy and Navy
have handled cryptographic material, and severzl thou-

‘isand Arny and Naval personnel, exclusive of inter-

”1:'_cept personnel, have heén associated with cryptanalyti-
 ¢&1 sctivities. The number of those who have handled
'fthe resulting intelligence is not as lérge ags those

i S l: . 'who have beén engaged in processing the material, but

} u V . even the disclosure of certain techniques would be as

é - L . - damaging as the revelatlon of actual intelligence.

It is apparent, therefore, that a large nucber of in-

gdividuals poscess xnewledge wnlch would be extremely

D edaiam adaly

damaging to the national interest, if made availatble

fo unauthorized persons.

it e i,

It should be pointed out that it is not jossi-

ble to hide the existence of large cryptanalytical

(R WP

} ‘ T organizations from experienced esplonage sgents.

i Furthermore, the enemy takes for granted, as we do,
fhat every radio messﬁge transzitted in war tinze is
intercepted by hostile forces, who intend to éeciph;r

and read the contents, if possible. ZIZut knowledge of

the success achieved by Azerican cryptaznalysts can

and uust be lizmited to only higher authorities tvho

need to kmow. This is the objective wnhich must be

N it Jk e bl
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. ‘attained in tﬁg future lest the source of much unigue

'*";ntelligence be destroyed. Some exazples of the dam-
'Eﬁjzéging effects of publicity on comzunication intelli~

.“igenCQ &ctiv*ties will be discussed in the following

o 3. valic“g Lee_ s Concerning Cormimication Intelli-
gence

Publicity in America concerning the success

of Comuunication Intelli rence in var10¢s nations seens
to have occurred in three major spurtsi-

\"A. fThe Post Ear Tiselosures - which ran from

1920 ~ 1930 epproximately.

B. Tne Yarule Era - from the publishing of

UThe American Black Chamber® in 1321, up
te the cutbreak of the American~Japanese
Tar.

C. The Lnerican-JdJapinese War - which ccecasioned

the most éangerous diseclionsures of all,
A brief study of each of these periods will be
of value in understanding the neei for strict security
precautisns which must be taken in modern cozzunica-

tion intellizence work.
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ho. Post World Yar I Disclosures

The great interest shown in cozmunication in-
iitelligence by most ﬁodern nations probably owes much
to tne revelations of such activity which were made
punlic during the years followlng Vorld Tar I. ‘The
:information contained in this report has heen gathered
Hin the malin Trom publications avaiiable in nmost pubf-
lic libraries, and has been set [orth here te demon-
strate the necessity of preparin C g to stop the antici-

~pated avalanche of post war punlic1ty which will

JeOﬂardize the activities of American intelligence
agencies unless’ approor-ate zetlion is teken.

(a) Frence
] .Froam the writings of various French ex-

prerts it is lovm thzt the French entered tne war in

P

1914, thorougily famiilar with Cerzon military codes
‘and ciphers and with long exgericnce in reading Ger-
2

man znf Italisn diplomatic messages. Excellent

el T o il o
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% } hritutisn of e Crrnto-

; gran~ic fu?eav: it Thg Tovia Tow, {(iransiztion
3 Oy Chdlilevrryvaernas Insaiier L Vurlesziliget
1 i1l Lanés), Uaited Staxes Governzent Print-
; - ing Office, iashington, 1925.
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3 f‘ : ‘ f_ '  ? planning in ti;es of peace,.splendid cbbperation be-

g S -:f_.'l"f'=tween military and dipiomatid leaders in regard to

‘eryptanalytical assignments, and continuous research

in developing the most efficlent procedures resulited
in great success for the French in'anticipéting and
-frustrating German attacks.
(v} Enclang
The British Army and Haval Inuelllgence
Departmsnus had well-orgenized cryptanalytical bureaus

during Yorld ¥%War I, and the continuved stress placed

by the British on the speedy collection of material,
careful examination and selection, and a skillful
collation of all availzble sources of information has

] - _ “stimulated other nations to follow their exanmple.

rvice
M

2 (Ccontinued) - Henri Cartier, "Le
Gtecoute pendant la GuerreW, Pza ectricite;
Ko. 16 3 LI D. L8545 ¥Le CTecrs Bog _.Ou:,.L:.,—
graphie”, Racioeleciricite, Wo. 37, 1925, p. 445,

‘ N : - Marcel Givierge, ®Cuestions de Chiffrew, Revue

S : Hilitaire Frenesise, Paris, 1%i4, p. 403. air
lated in U.S.4. signal Corps Bulletin, Harch
ané :ay, 1926,

The Tiving Aze, llay 2, 1925, p. 232. ientions
the incicent tefore the vorld Wzr when i, Caii-
J laux, a Irench lcader, dizclozed, ithroush a
careless relerence, tie success of Trench crynte
-anzlyststs the Cernsans. AR Zogoricnt source 21
Infornaticn wzs lost for a tiae because the Cer-
(:) mans changcd sheir code.
; 14
]
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.- Despite the existence of the British Official
Secrets Act of 1911, as amended in 1920, several booxs
published in England hzve given.rather detailed ac-

- counts of British communication intelligence activi-

ties. Captzin Ferdinand Tuohy discussed British
methods of direction finding and code work in a book
'publishéd in 1921, Even the rmdinents of Tina and

3

R.F.P. were explained in this work.

BN LRy g

In Decerber 1927, the Fhest kept secret? of

PSSO O P, P-IT)

' the Grest War was disclozed by Sir Alfred Ewing,

:  .-*' . Princiral of the Edinburgh Tolversity, in a lecturé
| -entitled “So:e"épecial Viar Vors®™ which he delivered
.to the Edinbdurgh Philosophical Institute. He told
“of the activities carried cn cduring World Var I in
i . "~ + the famous Room 40 0.B. of ihxe British Adairslty,

¥here Gerzan dispatches were Ceciphered.

[P PR PV I

.Four yezrs later, in 1231, Sir Alfred Ewing

added further cetails in an interview vhiclh was pub-
5
lished in Azerica. As many as 2,000 messages a day

|
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: neec, 14, 1937.
vy JGuyuen caurcn frox Longon, ji.Y.
zzoine, Heove ¥, 19321,
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;.ﬁere decipheréd in Room 40 with never more than
j..twentyufour hours delay. One of the messages, dis-
1 closing that the Germans planned to raid the East
. Coast of England, led to the Battle of Jutland vhen
Admiral Jellicoe, forewarned, moved his fleei to meet

the German warships. Another publicist confirued

'% = Ewing's statenent as to the Battle of Jutland by point-

: _ ing out that the Admiralty Xnew of the plans of the
Gerﬁan fleet at least twelve hours before it moved

jf o - .. Tfrom its base. Acmiral Jellicoe put to ses at 5:40

% o ,‘-:ﬂ-.:l A.P.H. on May 30, 1916, and the Germans6did not weigh

anchor wntil 3:00 A.¥., May 31, 1916,
; - S According to Ewing, Room 40 cealt with diplo-

; o ' | matic ciphers as well as naval dispatches, and, there-
~-I‘ore, was able To give warning of the Easter rebellion
in Ireland, as well as information of German zctivity

in Persiz., Probably the most important exploit of

1 ' Room 40 0,.B, was the decipherment of & wessage sent

Ry

on Jznuary 16, 1917, by Dr. Alfred Zicuernan, Under-

il

secretary at the German Foreizn 0ffice, to voa Teok-
harat, German YWinilster to iexico. This messzge re-

vealea a Gercan proposal for an alliance with Hexico

T E r ~ R o 3. o e
6 - Hector =nrater and X, C. Ferrad whated tiit
Inteliizonee ‘emsiri of Yiavol feerot poire
Tntelid e 7 EE:
N —_ R - — . Y -— -
vice, Richarg R. S=mich, l.¥., 1y2i, e ilZ.,

e, b g b o e ey P - e A . T = el e
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on the grounds;that after the war Y¥exzico would ré-
ceive the territory of New Mexico and Arizonz which
She had lost in 1848. As Ewing remarked, the publica-
fion of this wessage was decisive in converting Anmeri-
can oalnion to the necessity of war.

The complete details of the intercebtion and

'decipherment of this message nay be found in both

English and American publications., The mezmoirs of a

- former German Naval Intelligence officer, von Rinte-
7

Oiadrhid

len, were published in London in 1932, and officlal

correspondence dealing with the Zimuerasan affair

PY .7 R

~vere disclosed In the wezoirs cof the former Americzn

Ambassedor to Erzlasnd, Valter H. Page, published in

8

Anerica in 19z5.

FPRNTI T,

Von Rintelen was captured during the war by

the British on his way buck to CGer:zzny from Americs,

-

and he then learned from zdniral williew Reginalad

PRy TR A SV R )

‘Hall, the Chiefl of Britisk flavel Intelligence, thet

3 ' ' the British had known Germanyt!s five vways of seanding

™

?,ain von Rintelem, Shg Dnoh Tavader: Fove

;2 Pesiniscencas of & OSrosn ol

pste] u;-_ﬂz-, Lovat Dlceason, Lide,
Hc., Lonwon, 1333, .

o 7 - - o

y . 8 - "dT'LO'L Jo dl-—-a\n;i\- \.’ o :rl:"...L—..J -.nn L"Tfl“"’" [aR

Telther . Prie, vols., LKouslcezny, Pazge &n

: Ccey 1740y VWole. ITIX. pp. J31-2CA.

PUY T WPV R

7-C
1
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e

.j | - - ,ji. -information to_Amerieca or Meiico, and had iﬁtercepted
i |  and deciphered messages sent by 211 five routes. .
i .:? Furthermore, Admirezl Hzll disclosed the radio decep- |
sfion nethods used in elinminating Admiral Speets sguad-
| ’:ron at Falklands on December 8, 191 . A newspaﬁer
: o ':'" .. articie by Hector BYWatef in 1%34 cited testimony

from two British intelligence officers 1n confiruma-

tion of von Rintelents story concerning the secret
_ : ) g

background of the Battle of Falklands,

Mr. Bywater, who was one of the worldts best

L fa - i

informed wrlters on naval affsirs, published many

speclzl articles and books on the English Havy,
3 '. _ several of which discussed British direction finding
and cryptznalysis, and especizlly the work of Roon
3 _ o 40 0.D. _

Captain H, Lancdau of the British Secret Ser-
vice wrcte in 1934 of his ﬁﬁrld viar zctivities in
setting uwp inforgation posts in lollend to obitain
] _ _ ‘data on trzin zmovements in Belgiwvn and occupied

France. Indirectly, he was of great zesistance to

= I 5 ¥ - ” T -
9 -« Daily Talasrawih, London, Seot. 4,E&, 1934.
10 - Iywater zna Yerroby, Jhrence Inteiii-once;
Hector C. Sywater, fhaeir Yoowou Zur-s-as,

Loncon Lonstable wnd Co., wv2id, Ciedlll.

h el N b
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'German services.

" Becretary to Adnira

: jafter the latter

great emphasis on

S e P Gy Y

."Room 40 0.B., because his organization obtained a
“copy of every cipherea telegram sent out of Holland

'by the German Legation, the Consulates, anu otkher

11
Furthermore, even before the war

“broke outv, according teo Lord Flsherts memolirs, the

hed in Switzerlizndg to

British had a burezu establi
- 12

.. collect foreign code telegrams.

One of the souréés concerning British communi-
cation intelligence activities in World Var I was the
book wrlitten in 1935 bty Euga Clelsna Hoy, who becare
1 (tnen Captain) ¥W. H, >I‘Iall Just

pzd becore Lircetor of Navel Intel-
13

“ligcnce in October 1914. lle told of the orizin of

Roomm 40 Qu.B. at the Aumirzlty, cederited comne of its

exploitls, and then, ironically enouzh, stiresscd its
scerecy . as follovis:

. BQ7 i,

[Foom L0 0.3.7, too, the lzte
Earl Balfiour .

ualu.-

tTo hoom 10, the country owes an iimmense
dept or gratituve - a ettt whdicen st the =&
time, at least, coulw ncver be paid,

1l - Henry Laniou faiv:  Tho Svars o1 the
Aritich Zoe 2oradcee LT - on
L::‘-‘.-n'\;‘l;' G . f.“‘ » 't;(.“.-.. » W

-t
T oy T Ehs
IL‘C., J,. e Lt

.~ I‘oIQ -L\/,')_).
12 — -,l(.-\..a, -:. :E.U.
3 - Rurn Cloldonu DT, zw My Lhe VAT VS
uon, dutohiuson wne Ude, Loanli, L¥33.
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Secrecy was of the very essence of the
. WOrxX, and never was SeCrecy more success—
.. . fully observed.t® (14) :

One of the most interesting accounts of Bri-

taints cryptanalytical activities in the last world
VWar can be found in the testimony brought forth be-

‘fore the HYixed Claims Commission of United States and

-4
X
e

Germany in regard to the disasters at Black Tom, N.J.
on July 29-30, 1616 &nd Kingslend, N.J. on January
11, 191’7.15 Aémiral Hall of British Haval Intelli-
gence supplied the texts of many intercepted méssages
to.demonstrate the xnowviedge of the Gernen Governitent
in regard to the ac%ivities of 1ts sabotage experts.l6
4 . o : Thus, much of Englznd!s secret war sctivities
| were disclosed not by espionzge agents but by tpe
3 . : . books and nevspaper articles of its own nationals,
" with soame revelations by outside sourceé.

| (¢) Bussi&

_ The Luscsians entered the World War very
{ badly prepared for military cryptography and crvoi-

analytical worx, though long experience in success=-

O
|

O TR SR CLL AR T

Tendent ol Docuucnte, Jousaloiton, D.C.
16 - Ibid., po. Zi=30; 2p. 302-30R.

_ no
- O
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fully decoding Turkish, British, Australian, and
- Swedlish diplomatic codes and police vwork against the

Hihilists had necessitazted cryptanalytiecal research.

Des?ite all this backgrownd, it secems from the slizht

5 T T L AL
PP RLAL <P e 4 ¢ ; B

‘evidence avallable that very little military erypt-.
analysis was done by the Russians in World War I,
f:though they did solve some of the German codes. On

the other hand, lack of security precautions helped

CUPLT PP PR IEI Y o WP roriy

the Germans to decipher Russian codes. One reason

_'for believing that the Russians did not achieve nmuch

PP I L

cryptanalytical success arises froa the fzect that the
a Russlans were unaware that the Cermans were rezding

i ” - thelr ches.17

| (a) Italy

] _': - Before the first World War,.Italﬁ ﬁad

done little to develop 1ts cryptanalytical bureaus,

{. o and there is no published evicence to prove that che

was any better éuriné the war, This situation is dirf-

i ‘ < ficult to wnderstand beczuse of the traditional in-

{ . ) terest of Italian scholars in e¢rypniograas end crypt-

i ' snalysis. Hore intensive resezrch in Itzlizn libraries

—t

‘,

§ than has been possible in drawing wp 4his repeort would

: probably revezl further detalls of Itclyts crypto-

17 - Gyléabn, on. cit., D. 69,

———

21
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graphic and eryptanalytical cfforts in Vorld Var I.

-

. .2, Central Povers .
. (a) Gerweny

The German Army, Navy, znd ¥inistry of

Foreign Aff2irs had cryptanalytical bhureaus before

p ; _ . World War I, but inadecuate and ill-trainsd personnel
% had nade yetent reszaren imrraeticable, Conrared

E - - with the Freanch, they were nuch inferior in that they
é R ©© . lacked a2 centralized organization, were without expert

‘leacershin, &nd because of insulficient research “ere

not pre~ared to cope with the problsms involived in de-

PRTTRI L Y

cisherine French ~odes., Turtherpore, errors and
omissions discovered in Gerzan cormmunications peraitted

the French to solve (Csroan nessages very ezsily.

ITPRIRPLP LS e

In the late years of the war, =fter a difficult

Ak

period of self training, the Germans beceze nuch more

adent in cryptenalysis., A Rritish writer stzted thot

W T T U WPy

a

he Garzans =ere overhsar ring British signzls and vire-
less conversation zter 1916, and were thus alweys
nrepared “or British attacks during the last yvears of
the war.l8 |
Lfter Cir A1frsd ¥ving had cisclosed the vork

of Roonm 40 durinz the Yorld "ar, &n announcencnt re-
3

il 2 e
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E R -~ © . vealing the corresponding German department appeared

. in the Vossiche Zeitung. The article described the

“déciphering of intercepted British signals in a myste-

rious wireless station, surroumded by barbed wire on

YIRS P -.-»;ﬁj_.u....u'.'"..‘ "

'a lonely moor near Neunenster. This story was con-

firmed by a former German wireless officer, Lt. Comdr.

. 19
Y. Kraschutzki, who helonged to the Keumenster staff.

P PRI Py W ALY

It is believed, however, that this Bureau was not

PPN

successful in deciphering British Naval dispatches
_ 20
until some time in 1916,  though it is known that at

T ATE T REAL ]

‘the outbreak of the war, sdmiral Spee knew because of
intercepted Britisn nmessages that he was being shat—
<1

cwed by British cruisers.

; _ - On the Russian front, the Germans were much
pore successful owing to Russian comuunication de-
ficiencies. The Gerazns knew-as much, if not nmore,

j . S than some of the Russilan commancers about iloscowts

] ﬂ plens for the Battle of Tennenburg. Germeny hed

i B ' still better success with diplomatic secrets for they
! _ were able to read the messages of ajor Langhorne,

the American ¥ilitary Attaché in Berlin. It will be

19 - London Tluaos
20 -~ Glden, oo,
21 -~ Von Lintelen, gg. gii., 2. Zle

———————— e~ R e T T T A T T T it IR Tt P
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' renembered that the Germans had arranged to send these

?_‘dispatches for Major Langhorne who wished to keep thenm-

AtV e St Sl i i

::from falling into the hands of the British. In the

?iocess, the Germans were able to rewfite the Ameri-
n.can Lttachet's dispatches with a pro-Gerﬁan blas. It
. may be‘presumed also that their experts were able to

22
. read the messages oI other nations.

P UL R AL L ) T PSSP F 1P U o |

(b) sustria

i R .:2-_ - According to Generzl Fonge, Chiefl of the

Sz

_Austrien Militery Intelligence Service during Vorld

" Yar I, cryptography haﬁ been much practiced in Aunstriz,

o Lol s

but cryptanalysis was entirely uninown until 1908,

when he began to work on intercepted Italian Haval

i A Al

dispatches. Hesszages of other countries had been de-
clphered for years, but solutions had bsen cbtained
by acgulsition of the codes through eépionage rather

i | . . "then by cryptanalysis. Hoﬂever, in 1918 the Evidenz-
| bﬁreau of the Generzl Staff was re-orzanized, end

| I _ - efforts were made to stimulate cryptanalyticzl activi-
ties.

1 ) Despite its inadequeacy at the beginning of the
.wér, the Evidenzburczu gave many ifustrian officers an

opportunity to analyze Russlan systems and, as a resull
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of their specialized-training, they were able to

solve Bussian ciphers much more quicicly then the Ger-

" mans. As the war progressed, the Austrizn buresu ex-

panded, and a French source states that in February,

“l916, at least 26 cryptenalysts were employed in the

23
Vienna office alone.

“Austrizn militery commanders were well aware -

of bhe value of the informution supplied them by this

~ bureau, and Von Glaise~-Horstenau, Chief of the War
_ Archives in Viennz, Privy Councilor, end former offi-

. cer of the Austrian General Staifl, stated that ir

Austriz had not been able to rcad Russian raaiogranms,
it would most probably have lost the war as early s

in the.winter of 1914-~-1915.

3. United Steates
. Very little was known by the Americcn nublic

abont its cryptanalyticsl agencies until the time of

Yardley's éiselosures of 1931. Liscutenant Colonel .

VWalter Sweeney, U.S. Army, reported in a bvook written

in 1924 thet cduring vorld War I the code end cipher

section of the Intelliyence Service at iuerican Gif

hzad cemonstrsetcd th:zt any code or cipher couin be

. F . A
23 = Gylcen, on. cik., ©. <2,

[P
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24
read, if sufficient time were granted. A newspaper

article in 1930 discussed the activities of G-2 and
Room 4O 0.B. in interceptihg and decoding German
radio.messages.z5 However, public attention was not
focused on American cryptanalytical activity until
Herbert 0. Yardley,zsformerly of the U.S. Aruy, broke

the seal of self-imposed silence which governs the

“activities of most eryostanalysts and published his

27
famous "The fAmericzsn Black Chamher®, .

24 ~ Lt. Col. Vizlter C. Sweeney, llitary Intelli-
gencey A Few Vieguon In .ar, IFrec A. ttokes,
N Y., 1924, . -

25 - Bunday £I:P, Washington, D.C., Apr. 13, 1930,
Magazine tection, p. 5

26 - Major Yardley nac resigned his commission in
the U.8. Army heserve vefore sutmitting the
articles for nublicstion.

27 - Hervert 0. Yarcley, "Thoe fnerviesn Tlraik
Chomtbard Bobbs<llerrill Comzpony, Ianciznzpolis,
1y31.

26
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: B The Yerdley Fra .. - - -

§ '"3*1} ,zgrdley‘s—Revqlgtions

| R © 0 . Parly 4n 1931, the Ssturdey Svening Post, a
% : | ? weekly magazine of tremendous national eirculctionm,
E - ‘published a series of ariicles'by Yardley which

] ;7 S i.f:.'- frankly aisclosed the exlstence of cryptanalytical
3 : ‘ 'orgaﬁizatiqns in various countries, and discussed

their methods, successes and failures. Analysis

ﬁ R L - of the different types of ciphers and codes in use
N by these nations; with unflattering critiecisa
directea at the. U.p. Departnent of State, was oune

28
of the prineipal themes.

[P EIPRr ry TS

The articles were then published in book form,

entitled "The fuericzn Hlock Charber!. Yardley stoted

that his organizastion, whieh nad been establishsd in

1 .. . 1917 anc hed worked in secret until 1629, had solved
over 45,000 cryptograms curing that period. 4T cne
time or znotner, it hzd broien the codes of Argentina,

Prazil, Chile, China, Costa Rica, Cuta, fmerica, Traonce,

28 -« lerbert 0. Yardley, “Secret Inks" Siturdnw
Cyenins Poast, Dn11_gelpnia, Vel. 233, ol 40,
Epr., L, LuZl;

1 . . T‘L}U\. E)‘- -i “_‘,if_“'. > \rol.o ?‘ 3, ;.-Oo Al’?, A': T 18, 19:‘:1;
VClDﬁO“““ tcid., VOl. 232, Vol 45, lny 9, 1521
_ o ’Cr“\to‘“ch anc Thaelr Ealng'op ihid,, Vol. 2o,
1 . ) —!04 7), .-10\ ::l, l‘.:‘a{r .
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| Gerpany, Japan, Liberia, Mexlico, Panama, Peru, Russia,
.'7_S“n Salvador,’Sentp Lomingo, the Soviet Union, and
'Spain. Furthermoré, he re%ealcd thgt all Japanece
‘eode ﬁqgsages received or sent by‘the Japanese repre~
. sentatives during the Vzshington Nzval Conference ﬁad

. been reed by American cryptanzlysts.

The Pookx creatzd 2z sensaticn in both America

and in Japan. In addltion to a Japznese translaticn

i

in Pook form vwhiceh apsarently wos subsidized by

s by

Japanese militarists, iwo Japzonese newspapers ran a

serizl translation, and neadlinss called atiention

i i

- : . 29
"to Amerlezn treschery at the Washington Conference.

ol L

In America, the booXk received much attention in the

press, =2nd many book reviews disseminated his dis-

)

: : ~ closures even mora widely; thas, mumdreds of persons
3 who had never read Yardley's story were made aware

of its revelations.
Yardley wrote two other articles late in 1931.
] : One dealt with the eryptanalytical zctivities of the

. : 30 .
1 British, and the other attenpted to explain his

j 29 - K., Kevwsxsnmi, Ezltirore Sun, 2ug. 18, 1931.

1 30 - lervsrt Q. ¥ordley, ¥Ioublccerossing Anericd,

1 Literty Yognzive, 5,7,, Oct. 10, 1331, po. Lo-iz.
4

28
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| | | 31
3 - . . motives for revealing government secrets. The first

article Giscussed British netliods in obtaining every
dispaﬁch entering or leaving England, and the second,
ééverely eriticizing the State Tepartment?!s lnadequate
-éiphers, explained that hils ook had been Intended

%o expose America's ceficiencies in the fieldhof
cryptegraphy vwith a view to stimulating the develoﬁ—
rent of new codes for the preservation of national
-secrets. |

31la

Hollywood eventuzlly made a pilcture called
1 by Yardley, and as late

"Rendezvoush btased on a nove

as-ﬁarch 1942, the Novy Departuent had to recuest
that the “irmerican Flack Chamter®" not be republished.

-

2« Pre-iar Publicity

In 1934 and zgain in 1937, newspcper stories

. discussed the activities ol severzl imerican crypf—

e ik

analysts wiose existence had been disclosed when called

upon to testify in court as government witnesses, or

T

when discussed in ¢ivil service nevspaper columms.

Public attention was thus drawsn to the Lrmy's, Havy!ls,

i, ki

3 . and Coast Guardis cryptanalytical units.

31 - derbert O, Yordley, YAre Ve Ulving svay Our
: Gtute Useretsd®, Litsviw Jfrensing, Lec, 319, 1931,
{:>. 314~ ierbort O. YurTolorm, oo Lo USUTLESS . etae,

23
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A newspaper article in October 1939, announced

~that the F.C.C. had revived a Black Chamber to de-

- code all messages leaving the United States.>? A year

later, the same columnist zttacked the entrance of

the F.C.C. into radio intelligence, rointing out

~that its staff had no exverience or knowledge covering

law enforcemant or the value of military information,

end, in 2ddition, it was doing something which the
Argy, Navy and Department of Justice were perfectly
egqulpped to perform.33 4 very detailed article,
déscribing the war a2ctivities of the F.C.C. system,
appezred in October 1941. Flsaven counter-es-icnage
radio stztlions and more than eighty secondary npobile
units were mentioned, snd new antennaec “or use in
fixing the »2o0siticn of treznsmitters apnd wlastic discs

7
Tere desc:r'z.bc—:c’:.B‘+

n

for recording message
All the foregolng eismnles of cecurlty vio-

l=ations cceurred éuring pezce. Some “ere ninor, scne

vere serlious. The most damaging disclcsures ~ere to

occur a2fter the outbrezx of rar on Decexbher 7, 1941

32 - Frank C

*
Cet. 19373,
33.~ Ihic.. Qel. 7, 1%43. ~
34 - Los Anesles Tir=s, 3Jet. 13, 1G:il.
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American~Jazrnzanese

Yer

Pearl Harhor Afternmzth

PRSP EYS UR PSRN

On. the day efter the attack on Pearl Harbor,

““; ‘é ashington newspaper, Huoting relizble inforuants

to tha cffect that the "ar Desartment had succeecded

, in reading the Japanese code, indicated that Tokyo

had probably suspected the decitherment of its codes

and had naglzcted

Fashington of its

newspaper, sreculating

i <
again as to w

"not o wzrn Eashington.35 Two days later the sane

rether or not

to Inforz the Jarznese Tmbassy in

Japanese dlrlomats in Yashington k4new 1n advance of

zlans to attack Pearl Harbor so as

the attacit on Pearl Harvor, announced that the United

States had solvad the Javsnese code

undoubtedly the Japznese kn

this,

in 1632

and in turn

U. S. had lezrned that they ‘mew it.36

Tirme

Tey
ek,

concerninz the ¥

in the S5t. Louls Post

report, the

C. C.

which ha

Cispateh.

ezina, early in 1942,

According ¢

~
K=

the

this

F. B, I. had teen stopped from seizing

reprinted a story

s btut that

originally apuezred

an 11legzl transmitter in the Gerzan Embassy tecszuse
25 - Dallw Yevng, .asa1n:t0ﬂ, D.C., Tecember 3, 1941.
26 --Loilr e s, Lashingion, D.C., Dscempar 31, 1941.
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- the State Denartment ¢id not rant to jeopardize the
" success of negotiations for the safe exchange'of

~diplematic personnel in Germany. The F. C. C. an-

nounced later that every message sent out from the

Gerzan Embassy hezd been cdecoded, and, furthermore,

Bl e

the transmitter had been jammed at the beginning of

G

e 2 Tt

" everr troadeast.o?

A nevsrazer srticle in TFebruszry 1942 atisckzd
-tﬁe Fe B I.'s.statemant that vescetine restricticns
4+ _ _\ f' had prevented the ceonring oFf ail aéssages trangmitted
LI \ E .',“ ‘betreen Honolulu and Tokyo over commercial radio
circuits “or seﬁeral weells orior to TCecember 7, 1941.
It ceclercd thot the communication service of the
Havy and the signal service of the Lrmy hzd kept

E g © comzerclal circults Letreen Tokyo &nd Honolu:iw under

—
-

constant survelllance zrnd hzé given conies of all
messazes to vhe F. B, I, Senzvor ¥Yarry $, Truman,

~of ¥issouri, Chairzan of the Senate Interstate Com-

merce sub-cornittee on wire tzpring lagislstion,

deani Srtn G4

; inforzed the Senzate that, notwithstanding thes renort
X ' - of the DRoberts Comuission, tha record would show
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“that "wire tapping and interceotion of pessages were

“'rully practiced nrior to the attack on Pearl Harbor.w38

egoast of Guadalouns,~”

Another zublicity lwak occurred vhen Leon
Pearson on a *utual Brozdessting System program in

February 1942 announced that one of the intelligence

"services of the Governzent had decichered certain

messages fron the French Yest Indies - ¥artini-ue and

Guadaloupe -~ rhich indicated that Gerrman subnarines

' had teen refueled from the swall ports of the Atlantic

ocutbrealt of the —war which had been given to the ecrynt-

arnalytical agencies of the U.S., many 2olleges hagan

to incuire of the Havy about the inzuzuration of ccur-
ses in cr",oPﬂal sis to prevare Ihweir students Yor

war duties. All »f the wvoluntary o{furs vere cdeclined

- politely, hecouse 57 the sublicity vwhichk ovld sccom-

Pany sueh courses.
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2. Rottle of Ydid-ay Tauocé

The most in cortant sutlicity leziz of the

present 77ar concerning comiunication intellizance
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" occurred in early June 1942, after the

. of very =ide

“Navy knew in

. bad soxehow accuired much oF

. V. S.

Battle of

Midﬁay, vhen an artiecle aprearing in three ne”syauers
circulation c¢isclosed that the U. S.
advance of Jananese plans or an atitack
on Dutch Hérbor in the Alcutisns znd.zgainst Midway
Island 40 |

Indicating that the Jz anese hadé used a sirir-

ing force, a suzuort “orece, &ndéd an occcunztion orce,
the article gave s=necific dstails of the peiteu} of

gave su

gach eneny {orce. cvident that the re-;rter

sf the irformavion =hich
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Bavzl Conmunications Intellience

nzted to z very fewr imsortant ecomnan £8
obvious to the exmerienced observsr thst such con-
plete cetails of the zaeryl's »2ilznsg conld have eore
oenly Ifrom Jecl nered Jeranese messegos.

Furtha?ﬁﬂré, ¢ racio Vroaderst of Tzlter
Tinchell on July 5, 1947, staizd that alvance moil-
cdge of the eneay!s lans nzd caved U. &. forces
from defeat am .vo nccnsiors., Anather itexz “ron his
newgnaver coaluan of July 7, 1942, annsuaced Ihat

40 = M, Yo Taild~ Tews, Chiergo Mzitung, Tashdnzion

T Rimcra e te, Juns T, 194U
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~. Colonel ¥cCormick's paper in Chicago had divulged the

Teason Tor American success at Hldvay ~— the decoding

by the U. £. Navy of Jzranese seccret messages.41

Meanwhile, an effort was made to indict those

responsible Tor the original disclosure concerning

- Midway. On August 8, 1942, newspapers throughout

_ the country revortsd that the case vas to te investi-

gated by a Tederal Grand Jury in Chicago, as a result

of a2 preliminary inculry made by the Justice Depart-

mant at the reconmrnendstion of the U.8, XNavy. Willise

-D. Uitchell of Wew York, Jormer sttorney General under

President Hoover, —as to direct the investigation of

the Grand Jury into any possitle violation of & cerimi-

'nal statute or of the Act of June 15, 1917, as =zuendsd

by the Act of llareh 28, 1940, concerning the unlaw-
Tl comrmnication »f docunments or comzunicetions relz-
£ et on A . Y - : .

ing to nationzl CGefenses.¥ Hovsver, damaging publicity
wes wie only result of the acticon since the Crand

Jury railed to inéict Colionel MeCormici:, fanaging

Fgitor Jexes Loy lolonzy, or Stznley Johnuston, the

reporter.43
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